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Verifying a Key-Value Store

Proof: The implementation correctly realizes the specification. 
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TRUSTED SPECIFICATION

Implementation 
refines spec

Only externally visible behaviour appears here

PROVE

Heap objects

INTERNAL REPRESENTATION

REFINEMENT PROOF



Applications do not run in a vacuum. 
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OPERATING SYSTEMAPPLICATION

Crosses into 
the 

environment
malloc/free

needs / returns pages

Put, resize, reclamation
Allocate and free objects in heap

PHYSICAL PAGES

OS supplies memory behind the heap

Obtain usable virtual memory

Return virtual memory 



Verification against Application + Environment Spec

VERIFIED
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What the program is supposed to do

The program whose properties are proved

TRUSTED SPECIFICATION

VERIFIED

Platform the program runs on

ENVIRONMENT

OS Interface



Application Environment == Operating System Spec

To verify the OS, we need a specification of its environment - The hardware

OS proved to adhere to interface contract
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Returns virtual pages the application can access

Remove the pages from its address space

Implements mmap(), munmap()

For every allowed hardware execution

VERIFICATION GOAL

mapped(addr … addr + len)

¬mapped(addr … addr + len)

Assumption 

→ 
obligation

same 
contract



Implementing the OS Interface requires MMU Interaction

How should the MMU be modeled?
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Remove virtual page
Set present bit = 0

TLB shootdown / InvlPg

Make the unmap globally effective

OS INTERFACE OS IMPLEMENTATION



A (too) Simple MMU Model

Issues with this?

OPERATIONS
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PT[v] = p

TLB[c][v] = p

OPERATIONSSTATE

One state transition

One state transition

TLB hit, or atomically read PT[v] and fill 
TLB[c][v]



This model misses some important observed behaviours
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Simple model Updates are globally visible immediately Visible program steps

Possible hidden executionHardware
Real walk



Verification is Rooted in the Hardware Specification

VERIFIED VERIFIED
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Hardware Specification matches the Real Hardware?

VERIFIED
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Writing an accurate hardware spec is hard
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How can we build an automated hardware model 
validation pipeline?
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Validating a model against real hardware
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Towards an automated validation pipeline
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Towards an automated validation pipeline
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Towards an automated validation pipeline
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Towards an automated validation pipeline
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Towards an automated validation pipeline

Mismatch can indicate bugs in model, existing OS implementations or hardware 18



Challenges
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Exhaustive testing is infeasible

We must reduce the state space to make this tractable
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Model reduction via Small State Hypothesis

Small state hypothesis:
“Most behaviors observable at full scale are also observable at small 
scale.”

Not a proof — a principled assumption standard in bounded model checking. 21



State Reductions applied to x86 MMU

Dimension Reduced to Why

Cores 2 "Core under test" + one merged "remote" core for writebacks

Paging levels 2 (PMD, PT) Lowest two levels expose walk non-atomicity and superpages

Virtual pages 3 Two share a PT page (exercise the PWC); one diverges early

Virtual addresses 4 One per page, plus one extra to exercise a TLB-cached mapping

Physical frames 4 One spare frame lets a page remap without creating an alias

Informal justifications, not formal proofs — principled application of the small-scope hypothesis.
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Example Reduction: Many cores - two roles

Divide-and-Conquer: Split by selecting each core as the core under test with 
one abstract remote core. Then merge the results
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Trace Validation: Observed events vs full trace

From the test harness we only get the observable hardware events. 24



Trace Validation through Software Synthesis
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Evaluation
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Prototype Evaluation 1: Model Reduction 
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Prototype Evaluation 2: Trace Validation 
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Prototype Evaluation 2: Trace Validation 
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Future Works

30



Summary
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