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Isolating Serverless Functions

m Function as a Service (FaaS) runs in multi-tenant cloud
m Mutually distrusting customers

— Workload isolation

System Architectures:

Func A Func A Func B

Func A Func A Func B
Container | Container Container
Container Container Container VM VM VM VM VM

(a) Containers: fast, but shared kernel (b) Containers in VMs: Standard; (c) Purely VM based: one VM per
— weak isolation doubled overhead [5, 11] function

Problem:
m FaaS workloads run for & 100 ms (median) [7]
m general-purpose VMMs boot-time: >170 ms.
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Goal 4+ Contributions

Goal: VM start-up fast enough for purely VM-based serverless
Idea: Design VMM and kernel for each other
Contributions: VMM-0S Co-Design & Application Templates

15 ms 2 ms 4-8 x 43 %

less boot time than other less memory consumption

"Hello World" VM runtime VM start to first packet VMMs o 195 FrEmees
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VMM-0OS Co-Design

m We created the Uhyve VMM for the Hermit Unikernel. . .
m Uhyve knows its guest — no need for compatibility except Hermit: T
HERMTT-O°
m Direct Boot: m No device emulation, only virtio-net
= Direct 64-bit VM m Hypercalls for:
= Hardware info, arguments and = Serial output
environment passed via FDT = Shutdown with exit code
= ELF loading and relocation in the VMM = Sandboxed host file-system access
= Kernel loaded to a random physical m Hypercall interface based on MMIO/PortlO:
address — ASLR = Code shared with Hermit
= Page tables set up by the VMM m Library-first
= No CPU/APIC/ACPI detection in Hermit
= All vCPUs start simultaneously
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Uhyve Execution Flow
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Create Peripherals & Co. 0.2 ms
Start Virtualization Backend 0.3 ms
Create vCPUs 0.2 ms

New uhyveVM

vCPU thread
Thread local initialization

Wait for all vCPU ready
execute vCPU
Wait For Shutdown
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Application Templates

Create
VM

Start X Create

Services VM

Create
VM

Same runtimes for serverless functions

are invoked many times:
m The kernel doesn’t change

m The runtime doesn’t change

m Only the parameters change

“Classic” flow: every VM is created and booted from scratch

Start X
Services

Create  Start
VM VM > Snapshot

Application templates: kernel boot and application start-up are de-duplicated
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Application Templates: The Snapshot Hypercall

Problem: _
Kernel:
m Parts of the OS have to change.
. . . . S let mut s = SnapshotParams { ... };
m When is the application execution starting? uhyve hypercall(Hypercall::Snapshot (&mut s));
Solution: Snapshot Hypercall: 1T s.restored { o
) . ) if let Some(ip) = s.new hermit ip {
m Application decides when to snapshot: /o
instruction-accurate }
. network: :reinit();
m New appl. parameters in return value )
m Kernel re-initializes the network stack
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Uhyve Execution Flow
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Uhyve Execution Flow
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Uhyve Execution Flow
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Uhyve Execution Flow
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Load Snapshot File

23.9 ms
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4137.8 ms

Open & Parse Image/ELF

14.9 ms

New uhyveVM

Create vCPUs

Load kernel to VM Memory
Create Peripherals & Co.

Start Virtualization Backend

i JSnapshot from RAM;

(Re-)create Periph. & Co.
(Re-) create Backend
Create vCPUs

Snapshot
Restore

vCPU thread
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Wait for all vCPU ready

execute vCPU

Create COW Memory Inst.

0.09 ms
0.30 ms
0.13 ms

Wait For Shutdown
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Evaluation
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Evaluation Setup

m VMMs: Uhyve, QEMU, QEMU microVM, Firecracker, Cloud Hypervisor
m Guests:

Alma Linux 10 (Generic Cloud) — a typical customer image

Minimal Linux (kernel 7.0.9 + initrd containing only the application)

Hermit
m “Application template” is already in RAM
m 1 vCPU, 2 GiB memory per VM
m AMD EPYC 9354P (32 cores), 128 GB DDRS5, Ubuntu 25.10 (Linux 6.17)
m > 25 runs and > 30 s per benchmark
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Time-to-first-Packet

| | (lower is better) . QEMU . QEMU microVM
w5 4.885 £20% 4.789 B Cloud Hypervisor [ Firecracker
E 2 1 [] Uhyve [1Uhyve snapshot
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_8 '_943 XN «
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2o 0.2 1
= 0.1
0.008 0.002
0

Alma Linux Minimal Linux Hermit

m Uhyve is 8-16x (regular) and 32-62 X% (template) faster than other VMMs
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“Real”’ Workload: Python + NumPy

< (lower is bester) B QEMU [ QEMU microVM
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€2 0 = 0.053
Alma Linux Minimal Linux Hermit

m Python runtime dominated by imports (~ 250 ms ramdisk, ~ 500 ms virtiofsd, ~ 220 ms uhyve-fs)
m Uhyve is #2X (regular) and 29X (template) faster than other VMMs
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Network Throughput

Send Throughput

Alma Linux Minimal Linux

Hermit

Receive Throughput
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[] Uhyve snapshot

m Linux is faster: path MTU discovery (»65 KiB) vs. Hermit's static (here 1500 byte) MTU
m Uhyve + Hermit is moreless on par with other VMMs + Hermit
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Summary

Contributions
m Uhyve: VMM co-designed with and for
the Hermit Kernel
m Application templates: instruction-
accurate snapshots that skip kernel
boot and runtime start-up

Future Work
m Integration into serverless frameworks
m More realistic FaaS benchmarks

Results
m 15 ms "Hello World” VM, 4-8x faster
than other VMMs
m ~2 ms to first network packet with
templates
m 10x faster end-to-end Python workload

@uUe
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Typst

Bonus Experiment:

Can you publish a paper on ACM written in Typst instead of LaTeX?

Outcome:
Yes!
Typst (typst.app)
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Recap: Unikernel

Unikernel Image

Application Libraries
Basic principle: Compile Application + Kernel

into single static binary. -

Advantages: Hypervisor
m Fast boot

m Small image
m No “OS-Noise”

Hardware
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Related Work

QEMU [6]:
m Realistic emulation of real machines, focus on feature completeness

QEMU microVM |[2]:
m Minimal platform, but still a generic OS interface.

Firecracker [4]:
m Lightweight Linux microVMs — generic Linux boot

Cloud Hypervisor [3]:

m General purpose cloud VMM with snapshots — generic Linux boot
NOVA [9]:

m Microhypervisor focused on minimal TCB, not on start-up time
libkrun [1]:

m Library for building VMMs (abstraction over KVM)

UaaF [10], SURE [8]:
m Unikernels for serverless, but run on general-purpose VMMs
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Boot Overhead: "Hello World"

w6 | Cower is:j;;” B QEMU I QEMU microVM
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Alma Linux Minimal Linux Hermit

m 3-7x (regular) and 4-8 X% (template) faster
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Scaling "Hello World"

Scaling

102 ;(l:‘awer is better)

10! b

Total Execution Time (s)

1000, e
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Memory (MiB)
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100 |

Memory Overhead
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1 10

Concurrent Instances

|
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Alma Linux:
Minimal Linux:

Hermit:

—A- QEMU

-@- QEMU

—-@- Cloud Hypervisor
QEMU microVM  —< Cloud Hypervisor
QEMU microVM  —A— Cloud Hypervisor

-@®- Firecracker
—<— Firecracker

—4— Firecracker Uhyve

Uhyve snapshot™

m Unikernel: #10X% less memory, 2—5X less runtime than Linux
m Templates share memory via CoW: 4-34 X less memory than other VMMs running Hermit
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