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Threats to Memory Safety in Rust unsafe

Safe Rust Code

 Safe Machine Code

rustc/LLVM

unsafe

󰛕

Actix Web Framework v0.7.19

buf may turn dangling

1 let mut buffer = /* */;
2 let mut buf = unsafe {
3 /* &*buffer */ };
4 /*                   */
5 buffer.reserve(len);

RUSTSEC-2018-0019 / 

CVE-2018-25025
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Threats to Memory Safety in Rust Unsound Compiler
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rustc/LLVMunsound 󰛕
◼︎ Can break safety guarantees

◼︎ 135 open issues on soundness
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Threatened Security Goals

◼︎ Data Confidentiality

◼︎ Control-Flow Integrity
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Problems with Manual Compartmentalization

Where the Analogy Breaks

◼︎ Code is not geometric

mod a {

  struct SA { .. }

  fn f1()

  fn f2()

  mod b {

    fn f3()

    fn f4()

  }

}
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◼︎ No continuous unit to separate

◼︎ How to draw boundaries?

Problems in Practice

◼︎ Compartmentalization bloats code

1. Partitioning

2. Isolation mechanism

mod a {

  struct SA { .. }

  fn f1()

  fn f2()

  mod b {

    fn f3()
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  }

}
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fn f5() 
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Make Compartmentalization a Build-Time Decision

Rust Codemod a {

  struct SA { .. }

  fn f1()

  fn f2()

  mod b {

    fn f3()

    fn f4()

  }

}

Placement Rule

Compartment A:

  - f2

  - f3

Compartment B:

  - f1

  - f4

How?
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zBulk: Source-To-Source Rust Compiler

Step 3

zBulk

Rust Code 

CompilePartition

Placement Rule

Step 1

Step 2
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Compartment C
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Research Challenges

C1: Automatic Instrumentation

C2: Compartment Entry Dispatch

C3: Performance-Security Tradeoff

Overhead

◼︎ What is the overhead?

◼︎ Where does it come from?

◼︎ What could we do to improve?
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What zBulk Builds Upon C2: Compartment Entry Dispatch
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C2: How zBulk Identifies Functions

1. Hook into rustc:

struct Id {

  item_id: u64,                     // from DefId

  crate_id: u64,                    // from StableCrateId

  mono_info: MonoInfo,              // from MIR

}

2. Dispatch routine:

match id { Id { of_foo } => foo_skel(args), _ => panic!(), }
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C3: Performance-Security Tradeoff
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Measure Performance Overhead

Benchmark

◼︎ representative systems application

◼︎ reads from stdin and computes

◼︎ uses an external crate: base64
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Measure Performance Overhead

Benchmark

◼︎ representative systems application

◼︎ reads from stdin and computes

◼︎ uses an external crate: base64

Isolation

◼︎ SGX as isolation mechanism
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Measured Runtime 1 kB to 64 kB
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Measured Runtime Compartments → Runtime
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zBulk: a Source-to-Source compiler

C1: Automatic Instrumentation ( )

C2: Compartment Entry Dispatch 

C3: Performance-Security Tradeoff ( )

zBulk: Towards Automatic Compartmentalization of 

Existing Rust Applications with Zero Retrofitting
Maxim Ritter von Onciul, Phillip Raffeck, Peter Wägemann, Rüdiger Kapitza

published @PLOS’26

From Monolith to Compartmentalized

Problems with Manual Compartmentalization

pub mod a {

  mod b {

    fn foo()

    fn bar()

  }
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  pub use b::foo as bfoo;

}

mod priv {

  fn helper()

}
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pub mod a {

  mod b {

    fn foo()

    fn bar()

  }

  fn foo()

  pub use b::foo as bfoo;

}

mod priv {

  fn helper()

}

A

B

Is this good?

A

B

switch to B

switch to B

Commit

A

B

B

Change is

Expensive!

Solution: Automatic Compartmentalization

Challenges

: Function Instrumentation

• How do we instrument functions into compartment interfaces?

• How can we stay isolation-mechanism agnostic?

: Compartment Entry Dispatch

• How do we correctly identify functions across compartments?

• There is no dynamic runtime reflection in Rust.

: Performance-Security Tradeoff

• Where does overhead occur?

• How can we reduce overhead?

• How can we maintain security expectations?

C1

C2

C3

User Interface
Step 3

zBulk

 Rust Code

CompilePartition

Placement Rule

Step 1

Step 2

Compartment A

Compartment B

Compartment C

Compartment X

Compartment A Compartment B

foo

bar
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Before

After

Compile: Instrument Function Call Into RPC-Like Cross-Compartment Call

Unmodified foo

Stub

serialize args 󰐲

encode “bar” 

Common exit 

encrypt 

Common entry 󰠜

decrypt 

decode and dispatch

bar
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Skeleton

deserialize args 󰐲

Unmodified barstatic 

static 

C1

C1

C2

C2

zBulk Architecture

 Cargo

AST-pass: unused

 Cargo

AST-pass: unused

 Cargo

AST-pass: Attributes

HIR-pass + MIR:

Construct Call Graph

HIR-pass + MIR:

Construct Placement

HIR-pass + MIR:

Main Transformation

per-crate:

aggregate call graphs

per-crate:

aggregate placements

Isolation-specific

crate templates

Synthesize per-crate

manifest Cargo.toml

Compartmentalized Application

compiled by the isolation’s standard

build tool (e.g., Teaclave for SGX)

 Rust

 Shell  Shell

 Shell

Instrumentation
// original code:

fn foo() { let x = bar(arg0, arg1); }

fn bar(arg0: T0, arg1: T1) -> T2;

// stub:

fn bar(arg0: T0, arg1: T1) -> T2 {

  let mut buffer: Vec<Vec<u8>> = Vec::new();

  // for each arg

  buffer.append(serialize(arg0));

  buffer.append(serialize(arg1));

  let Ok(result) = cross_call(

    /* solve identification */,

    serialize(buffer) // ~flatten

  ) else { /* panic */ };

  deserialize::<T2>(result)

}

Non-Trivial Types
struct ProblemType<T> {

  // requires <T: Serialize + Deserialize>

  generic: T,

  // change: impl TraitA + Serialize + Deserialize

  anonymous_generic: impl TraitA,

  // also: taint-track all instances of generics!

  // Research question:

  // how to support dynamic dispatch?

  dynamic_dispatch: dyn TraitB,

}

extern "C" { fn call_foreign(); } // not supported

fn references<'a, T1, T2, T3, T4>(

  arg0: &T1, arg1: &mut T2,       // not supported

  arg2: T3<'a>,                   // not supported

) -> &'a T4

// Research question:

// (how) can we return a valid reference?
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Benchmark
• representative systems application

• reads from stdin

• base64 encode and decode input

• SGX as isolation mechanism

zBulk

• creates up to 8 compartments

• adjacent merge into 4 and 2

Measurement

• includes initial ecall into main

• excludes enclave setup

• number of hops on top of the bars

What Makes a Good Policy? 🔍

Performance and security-aware policies could take the following properties that into account:

Little Shared Code

󱘲

Little Shared Data

󰉁

󰉁

Combine on Hot Path

󰈸

Combine Shared Data

󱘲
🔍

Do Not Combine Mono-Items

<T>

<T1>

<T2>

❌

Isolate Risk

 ☠️

Contact and Paper Info

• https://sys.cs.fau.de/~onciul

• 📭 onciul@cs.fau.de

• Paper link (DOI) →
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zBulk: a Source-to-Source compiler

C1: Automatic Instrumentation ( )

C2: Compartment Entry Dispatch 

C3: Performance-Security Tradeoff ( )

Questions?

◼︎ Poster session

◼︎ onciul@cs.fau.de

◼︎ Paper link (DOI) →
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  let mut buffer: Vec<Vec<u8>> = Vec::new();

  // for each arg

  buffer.append(serialize(arg0));

  buffer.append(serialize(arg1));

  let Ok(result) = cross_call(

    /* solve identification */,

    serialize(buffer) // ~flatten

  ) else { /* panic */ };

  deserialize::<T2>(result)

}

Non-Trivial Types
struct ProblemType<T> {

  // requires <T: Serialize + Deserialize>
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  // change: impl TraitA + Serialize + Deserialize

  anonymous_generic: impl TraitA,

  // also: taint-track all instances of generics!

  // Research question:

  // how to support dynamic dispatch?

  dynamic_dispatch: dyn TraitB,

}

extern "C" { fn call_foreign(); } // not supported

fn references<'a, T1, T2, T3, T4>(

  arg0: &T1, arg1: &mut T2,       // not supported
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