zBulk

Compartmentalization of Rust Applications with Zero Retrofitting

PLOS'26 - Session 3: Security and Safety - Prague, Czech Republic - September 29, 2026

Maxim Ritter von Onciul - Phillip Raffeck - Peter Wagemann - RiUdiger Kapitza

Friedrich-Alexander-Universitat Erlangen-Nirnberg (Germany)

Friedrich-Alexander-Universitat
Technische Fakultat O Lehrstuhl fiir Informatik 4
—\ Systemsoftware




zBulk

Compartmentalization of Rust Applications with Zero Retrofitting

PLOS'26 - Session 3: Security and Safety - Prague, Czech Republic - September 29, 2026

Maxim Ritter von Onciul - Phillip Raffeck - Peter Wagemann - Rudiger Kapitza

Friedrich-Alexander-Universitat Erlangen-Nirnberg (Germany)

Friedrich-Alexander-Universitat
Technische Fakultat O Lehrstuhl fiir Informatik 4
—\ Systemsoftware




Memory Safety in Rust

{ Safe Rust Code }

l rustc/LLVM

{ Safe Machine Code }




Threats to Memory Safety in Rust unsafe

unsafe
{ Rust Code }
| unsafe
l rustc/LLVM m Direct Hardware Access
m Call Foreign Functions
{ Machine Code }




Threats to Memory Safety in Rust unsafe

Actix Web Framework v0.7.19

unsafe

{ Rust Code ﬂ

let mut buffer = /x x/;

l rustc/LLVM

{ Machine Code }




Threats to Memory Safety in Rust unsafe

Actix Web Framework v0.7.19

unsafe

{ Rust Code ﬂ let mut buf = unsafe {
/* &xbuffer x/ };

l rustc/LLVM

{ Machine Code }




Threats to Memory Safety in Rust unsafe

Actix Web Framework v0.7.19

unsafe
{ Rust Code ﬂ
l rustc/LLVM /* buf may turn dangling */
buffer.reserve(len);
{ Machine Code }
RUSTSEC-2018-0019 /

CVE-2018-25025



Threats to Memory Safety in Rust Unsound Compiler

{ Safe Rust Code }

4 | m Can break safety guarantees
Fnsoun ll; rustc/LLVM m 135 open issues on soundness

{ Machine Code }




Threats to Memory Safety in Rust

unsafe

{ Rust Code ﬂ

unsound l‘? rustc/LLVM

{ Un Safe Machine Code }




Threats to Memory Safety in Rust

7
R
{ st Code } Threatened Security Goals

lli rustc/LLVM m Data Confidentiality
m Control-Flow Integrity

{ Un Safe Machine Code }




Threats to Memory Safety in Rust Compartmentalization

Compartmentalization

{ Rust Code ﬂ )/) V)
l'? rustc/LLVM %Q

{ Un Safe Machine Code }




Threats to Memory Safety in Rust Compartmentalization

Compartmentalization

[ Rust Code l;] )/)
/)
j rustc/LLVM /\/C !

{ Un Safe Machine Code }




Threats to Memory Safety in Rust Compartmentalization

Compartmentalization

[ Rust Code l;]

¥ rustc/LLVM
v

{ Un Safe Machine Code }




Threats to Memory Safety in Rust Compartmentalization

Compartmentalization

{ Rust Code ﬂ )/) V)
l'? rustc/LLVM %Q\

{ Un Safe Machine Code }




Threats to Memory Safety in Rust Compartmentalization

Compartmentalization

e | D B
ll? rustc/LLVM /\»Q\ b/

{ Un Safe Machine Code }




Threats to Memory Safety in Rust Compartmentalization

Compartmentalization

e | D B
ll? rustc/LLVM /\»Q\ b/

{ Un Safe Machine Code }




Problems with Manual Compartmentalization

Where the Analogy Breaks
m Code is not geometric

mod a {

¥

struct SA { ..

fn f10O
fn f20

mod b {
fn f30
fn f40

}




Problems with Manual Compartmentalization

Where the Analogy Breaks
m Code is not geometric

m No continuous unit to separate

mod a {

struct SA { ..

fn f10O
fn f20

mod b {
fn f30
fn f40

}




Problems with Manual Compartmentalization

Where the Analogy Breaks
m Code is not geometric

m No continuous unit to separate

m How to draw boundaries?

mod a {

struct SA { ..

fn f10O
fn f20

mod b {
fn f30
fn f40

}




Problems with Manual Compartmentalization

Where the Analogy Breaks
m Code is not geometric

m No continuous unit to separate

m How to draw boundaries?

Problems in Practice
m Compartmentalization bloats code

mod a {

struct SA { ..

fn f10O
fn f20

mod b {
fn f30
fn f40




Problems with Manual Compartmentalization

Where the Analogy Breaks
m Code is not geometric

m No continuous unit to separate

m How to draw boundaries?

Problems in Practice
m Compartmentalization bloats code

1. Partitioning

mod a {

struct SA { ..

fn f10O
fn f20

mod b {
fn f30
fn f40




Problems with Manual Compartmentalization

Where the Analogy Breaks
m Code is not geometric

m No continuous unit to separate

m How to draw boundaries?

Problems in Practice
m Compartmentalization bloats code

1. Partitioning

2. Isolation mechanism

mod a {

struct SA { .. }
fn f1() switch to B

fn f2() switch to B

mod b {

fn 30
fn f4() switch to A




Problems with Manual Compartmentalization

Where the Analogy Breaks
m Code is not geometric

m No continuous unit to separate

m How to draw boundaries?

Problems in Practice
m Compartmentalization bloats code

1. Partitioning

2. Isolation mechanism

°

5

mod a {

struct SA { ..

fn f10O
fn f20

mod b {
fn f30
fn f40

}




Problems with Manual Compartmentalization

Where the Analogy Breaks
m Code is not geometric

m No continuous unit to separate

m How to draw boundaries?

Problems in Practice
m Compartmentalization bloats code

1. Partitioning

2. Isolation mechanism

°

5

mod a {
struct SA { .. }
fn f10O
fn f20

mod b {
fn f30)
fn f40) fn 50

}




zBulk

Source-To-Source Compiler to Make
Compartmentalization a
Build-Time Decision



Make Compartmentalization a Build-Time Decision

°

5

mod a { Rust Code |

¥

struct SA { .. }
fn f10O
fn f20)

mod b {
fn f30
fn f40

¥




Make Compartmentalization a Build-Time Decision

mod a { Rust Code Placement Rule
struct SA { .. }
B I fn 10 Compartment A:
fn f20) - f2
A - f3
mod b { Compartment B:
fn f30) - f1
B I fn f40) _ f4
Iy
Iy




Make Compartmentalization a Build-Time Decision

mod a { Rust Code Placement Rule
struct SA { .. }
fn f10O Compartment A:
fn 200 - f2
- f3
mod b { Compartment B:
fn 30 - f1
fn £40) - f4
Iy
Iy




Make Compartmentalization a Build-Time Decision

mod a { Rust Code |

struct SA { .. }
fn f10O
fn f20)

How?

mod b {
fn f30
fn f40

¥
¥

Placement Rule

Compartment A:
- f2
- f3
Compartment B:
- f1
- f4




zBulk: Source-To-Source Rust Compiler

zBulk

<Partition> <Compile>

[ Rust Code @]—>




zBulk: Source-To-Source Rust Compiler

zBulk

<Partition> < Compile>
[ Rust Code @]—>
Step 1

Placement Rule




zBulk: Source-To-Source Rust Compiler

zBulk

<Partition> < Compile>

[ Rust Code @]—» Step 2
Stepl ¢ )

Placement Rule




zBulk: Source-To-Source Rust Compiler

Step 3
zBulk _» Compartment A
< Partition > < Compile —» Compartment B
[ Rust Code @]—» Step 2 : :
Stepl ¢ ) "> Compartment C
Placement Rule
\» Compartment X




Research Challenges

C1: Automatic Instrumentation

‘Compartment A| |Compartment B|
- Pass Arguments

»
i

_Pass Return Value!




Research Challenges

C1: Automatic Instrumentation

'Compartment A| |[Compartment B|

Pass Arguments

C2: Compartment Entry Dispatch | Dispatch
| -
Pass Return Value




Research Challenges

C1: Automatic Instrumentation

C2: Compartment Entry Dispatch

C3: Performance-Security Tradeoff

Overhead

m What is the overhead?

m Where does it come from?

m What could we do to improve?
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fn foo() { let x = bar(argd, argl); }

fn barCarg@: TO, argl: T1) -> T2;

// stub

fn bar(argd: TO, argl: T1) -> T2 {
let mut args = /x allocate memory =*/;
// Tor each arg
args.append(serialize(argd));
args.append(serialize(argl));
let result = cross_call(/* solve 1dentification =/, args);
deserialize::<T2>(result)
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C2: How zBulk Identifies Functions

1. Hook into rustc:

' struct Id {
item_1d: ub4, // from DefId
crate_1d: ub4, // from StableCrateld
mono_info: MonoInfo, // from MIR
h

2. Dispatch routine:

match 1d { Id { of_foo } => foo_skel(Cargs), _ => panic!(), }

16



Research Challenges

C1: Automatic Instrumentation (V)

C2: Compartment Entry Dispatch v

C3: Performance-Security Tradeoff

17



C3: Performance-Security Tradeoff



Measure Performance Overhead

Benchmark

m representative systems application
m reads from stdin and computes
B uses an external crate: baseb64
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Benchmark

m representative systems application
m reads from stdin and computes
B uses an external crate: baseb64

Isolation
B SGX as isolation mechanism
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